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> Background & Assumptions

> Required Tools

> KM Objects Edited or Created
> Process Workflow

> Enabling Data Collection
> Enabling Policy Configuration
> Enabling Menu Commands

» General Recommendations
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Background & Assumptions <bmesoftware

> Detailed Technical Knowledge
- BPPM 9.5 Infrastructure & Architecture
- PATROL 9.5 Agent Functionality & Configuration
- BPPM 9.5 CMA Functionality
= Policies
= Repository
= Servers & IS Nodes
- BPPM Operational Ul and navigation
- PATROL Classic Console Developer Mode
- PATROL Agent Configuration & pconfig DB
- General PATROL KM Structure and Capabilities
- Custom KM design and functionality

> PATROL KM Development Experience
- Not optional
- Previous experience is highly recommended
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Required Tools <bmcsofiware

> BPPM 9.5 Server with CMA installed and operational

> BPPM 9.5 Integration Service node installed and operational

» PATROL Classic Console version 3.6.00.10or higher

> BPPM 9.5 PATROL Agent installed and integrated with the BPPM 9.5 infrastructure

> PATROL Common Installer Generator Utility (PCIG)

> A common compression utility such as zip delivered with RHEL 6.4
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Required Tools <bmcsofiware

> Configure and setup all tools as you normally would.

> All of these tools should be installed in a development environment.

> Do not attempt to configure KMs for BPPM 9.5 in a production environment

> Do not install or use other tools in the development environment that may
interfere with the development process.

- Older PATROL Classic Console versions
- Older BPPM infrastructure components
- PATROL Central Consoles
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KM Objects Edited or Created

<bmesoftware

Object Type Description Comments
KM file(s) All the *.KM file(s) that make up a single custom
Knowledge Module solution.
KML file A single *.KML file that lists all the Knowledge This is used to preload the Knowledge Module
Module files that make up the custom Knowledge | solution as with previous versions of PATROL. You
Module solution. should have one and only one KML file per
Knowledge Module solution.
PSL file(s) All *.psl files related to the Knowledge Module These files may not be present. They are not
solution required if they do not exist. If they exist they are
required.
LIB file(s) All *.lib files related to the Knowledge Module These files may not be present. They are not
solution required if they do not exist. If they exist they are
required.
CFG file *.cfg file containing agent configuration rules for | Typically you will have a single CFG file for a single
the Knowledge Module solution. Knowledge Module solution. This file is not
required but is recommended for any default
settings.
XML files * XML files related to the Knowledge Module files [ Each KM file will have a corresponding XML file.

The XML files are generated by the PATROL
Classic Console knowledge directory

Menu Command ID file(s)

* lib file(s) related to menu commands

Each menu command that you want to enable in
the BPPM Ul requires a unique file.

bmc_products directory

Directory created by the PCIG utility that contains
the monitoring solution install

<KMNAME>_solution.zip file

Solution package created by the PCIG utility that
you can import into the BPPM 9.5 CMA
Monitoring Repository

Follow a standard naming convention

<KMNAME>.zip file

Silent install package

You create this package in the BPPM 9.5 CMA
Deployable Packages Repository.
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Process Workflow <hmesoftware

> Enable custom KMs for BPPM 9.5 in three major phases in the order listed
- Data Collection Enablement
- Policy Configuration Management Enablement
- Menu Command Enablement

> Test and validate results of each phase before moving on to the next phase

> Optional or Phased Enablement

- If not enabling, Policy Configuration Management
= Leverage rules in the Configuration Variables section of a monitoring policy
= Or leverage PATROL & PCM

- Menu Commands
= Enable a subset

- The KM can still collect data into the BPPM 9.5 server

- General recommendation is to enable all that is necessary & possible
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Enabling Data Collection <bmcsofiware

> Validate the custom KM operates as designed and
expected

- Do this before any editing
- This is irrespective of BPPM

> Launch the PATROL Classic Console in Developer
mode and load the custom Knowledge Module.

- Load any dependent Knowledge Modules as well

> Configure the agent to operate in non-Policy mode

> Ensure the agent is not connected to a BPPM
Integration Service node

- You will connect it later

10
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Enabling Data Collection

<bmesoftware

> Add meta data settings to the KM properties.
- For “Container” KMs specify CONTAINER
- Sub KM application classes specify Monitor

Application Properties for LOG_YALUES v1.60 B |
lcons I Securit_l,ll F're-Disu:-:-ver_l,II Dizcovery  Metadata I Input I 1 I "I

Cizplay Mame: |EaguE NS

bl anitar Type: IEDNTNNEH

b omitor Categany: ISystem

COk Clazz Mame: I

Config Y ariables: I

(] I Cancel | Apply | Help |

> Implement a container for each custom KM application
class

- Helps manage multiple instances
- Will improve Ul navigation in BPPM
- Like instances are grouped into a container.

BMC Proprietary & Confidential
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Enabling Data Collection <bmcsofiware

> Add meta data settings to the KM parameters.
- For Boolean metrics specify Availability

- For performance metrics specify abnormality and/or
other trend settings

- Specify KPIs as appropriate
- Etc.
Parameter Properties for LogEntryYalue of LOG_YALUES B |
Border ﬁl'-.cticunsl &larrn .fl'-.cticunsl Llarm? Actions  Metadata | 1 I "I

v Key-Performance-Indicator v Graph-by-Default

[~ Availability [ Statistical
[~ Config [~ Response-Time
[ Monitor-for-Bbnomalitie v Momal-Distibution

[~ application-Collection-Status [~ Delta

[ Walue Faormat [%d]

k. Cancel Help

12
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Enabling Data Collection

<bmesoftware

> Save PSL code in PSL files using the "Save to file"
option in developer console

- Instead of storing the code in the KM files
- Reduces the size of the KM XML file

» Save the KM in the PATROL console
> Commit the KM

> Validate that the Knowledge Module continues to
monitor properly in PATROL

» Exit the PATROL Classic Console

> Edit or create a KML file for the KM solution
- Add all *.KM files to be loaded
- Add an entry for MetakMLDisplayName
- Add an entry for MetaKMLDescription

BMC Proprietary & Confidential
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Enabling Data Collection <bmcsofiware

IPATROLV3.6.0.01) FFOSBBD43AC9210A8C6C41CE5A315D3F
++

!

| PATROL Session Knowledge Module

!

|--

I MetaKMLDisplayName = "Log Values"
I MetaKMLDescription = “KM that monitors numeric values from log file annotations”
KM _LIST ={

"LOG_VALUES.km"

19999
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Enabling Data Collection <bmcsofiware

> Edit the Knowledge Module file (*.KM)

IPATROLV3.6.00.1i
3EC3AOE66408BF2FDB85D05&8CEB4597BBEVECS56BBDB4BCA4A2D55D74EESBO5ETFE

I#MSG_DOMAIN km sec
I++
|

| PATROL Session Knowledge Module

|

l--

IRELEASE 1.0.00

IREVISION 00

IPACKAGE  ply

IDESCRIPTION PATROL Knowledge Module for Log Values
IPRODUCTCODE plv

IPRAGMA allow: all
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Enabling Data Collection <bmcsofiware

> Both the PACKAGE value and the PRODUCTCODE should be a unique value
specific to the custom KM

> Do not use BMC Software package values and/or product codes.
- Verification Source
= BPPM CMA server
= solution_list.xml file
= Solution_Mapping.xml

= Locations
—UNIX/Linux:
» $BPPM_SERVER_HOME/pw/pproxy/depot_directory/bmc_products
—Windows:
» %BPPM_SERVER_HOME%/pw/pproxy/depot_directory/bmc_products

> Include a letter combination that is unique to the company as part of the string
- Example: “AIT” for Acme IT
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Enabling Data Collection <bmesoftware

> |f you do not enter the release and revision information into the KM file(s) the related
application classes will not be processed in the BPPM server.

> When the agent connects to the IS node the application classes without release and
revision information will be rejected and an error event will be generated in the BPPM UL.

L: EMC Proactivemlet Central M %

I'@ BMC Proactivenlet

&« C' [ bppmrhel62-hm/isp/swi/ohet, 5p 77 =
1 BMC ProactiveNet COMNSOLE : bpprrhels2-hm Welcome, Administrator ~ Change Console ~ Options About Log Dut Help

0] Devices > EI WinPagents2-HM, adprod,brc, com > [0l Devices > EI WinPagents2-HM, adprod,brc, com > [0l Devices

o o — _ = ™ P e

Mavigation i)« Devices f,\—y’ f:\ Q) \_=) ( 9
I Tl” Status: | all Open w | Severity: |Information and abowve | w | Time: Mo Filker 3 Event Type: |N0 Filker - | | Filker | :_?)

= [ Glabal

] Abnormalities Device! Groups

VXL UL mdaHE%S QL

----- O] Devices

- [o] € Event Collectors

[E3] @E Groups u
(@ Monitars Ov*vi 2
E|j‘_|0 Services T o

o] My Folders

Message

winpagentsZ-hm.adprod.bmc.com

Unable to process Application Class "LOG_WALUES" from Patrol Agent WinPAgents2-H...

-

T m ] [ |_
¥ [d Details Event(s} 2 :2).?)
Other Cells Summary iz % Logs & Notes = &  Dbject # Others o) (=
Reporks
1 .
Yiews & Graphs % L 2 Core Event ’E_'
Bookmarks Overview * | Historical Attributes Object Monitored (& ITSM Categary: -
Find CI Status: Open E] Logs and Notes Object: PA_KMiLOG_VALUES:A. .. [| ITSM Company:

BMC Proprietary & Confidential



Enabling Data Collection <bmesoftware

> Copy all the files related to the custom KM to a backup directory
- KML file
- KM files
- PSL files
- LIB files
- Etc.

> Apply agent configuration rules to the agent
- Custom KML in the KM preloaded list
- Configure the agent to connect to the BPPM 9.5 test Integration Service node

> Stop the PATROL Agent

> Delete all the files related to the custom KM from...
- PATROL Agent directories
- PATROL Classic Console cache
- You will be reinstalling them using a silent install package created in CMA

BMC Proprietary & Confidential e
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Enabling Data Collection

> Create a subdirectory for the custom KM under the location where you have installed
the PCIG utility.

[ root@BPPMRHELG2-HM LINUX-X64 54]#
[ root@BPPMRHELG2 -HM LINUX-) :

[ root@BPPMRHELG2 - HM LINUX-X64 04] pwd
/root/pc1g/LINUX-X64-64

[ root@BPPMRHELG2 - HM
rDDt@EPPMRHELDJ HM

LINUX-X64-64]#
LINUY-XRA-R41# 15

cleanup.sh  jserver.start |LOG LUES | out pcig rate.start
[ root@PPMRHELE2-HM LINUX-X54- 2
[ root@PPMRHELG2-HM LINUX-X64-54]3

[ root@BPPMRHELE2-HM LINUX-X64-541# ||

> Create file specific subdirectories for all the KM files under the location where you
have installed the PCIG utility.

[root@BPPMRHELG2-HM LINUX-X64-64]#
[rDD'tlE!E‘PPI'ﬂF-‘.HELDi HM LINUX-X64-64]# 1s
rleanup.sh jserver.start LOGVALUES out
[root@BPPMRHELG2-HM LINUX-X64-64]#
[root@PPMRHELG2-HM LINUX-X64-64]# find LOGVALUES -type d
OGVALUES

pcig rate.start

OGVALUES/11b

U'Z:i‘u’.f'uLUE5,«"'].ib,«"'p'5'].
OGVALUES/11b/knowledge

OGVALUES /LOGVALUES
[root@BPPMRHELGZ-HM LINUX-X64-64]#

[ root@PPMRHEL62-HM LINUX-X64-64]# |]
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Enabling Data Collection <bmesoftware

> Copy all the KM files from the backup location to their respective directories under the
directories you created for the custom KM

[root@EPPMRHELG2-HM LINUX-X64-64]#

[root@BPPMRHELG2-HM LINUX-X64-64]# pwd
Jroot/pcig/LINUX-X64-64

[ root@BPPMRHELGZ -HM LINUX-X64-64]#

[root@PPMRHELGZ2 -HM LINUX-X64-64]# 1s

cleanup.sh Jjserver.start LOGVALUES out pcig rate.start
[root@BPPMRHELGZ -HM LINUX-X64-64]#

[root@BPPMRHELG2-HM LINUX-X64-64]# find LOGVALUES -type f
LOGVALUES/11b/ps1/log _values D.psl
LOGVALUES/11b/ps1l/log _values PD.psl
LOGVALUES/11b/psl/log _values MC.psl
LOGVALUES/11b/psl/log values Coll.psl
LDuUALUEb,11b,FnDu1edge,LDu VALUES . kml
LOGVALUES/11b/knowledge/L0G_VALUES. xml
LOGVALUES/11b/knowledge/L0G VALUES.km

[root@PPMRHELG2-HM LINU: fid

[root@BPPMRHELG2-HM LINUX-X
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Enabling Data Collection

<bmesoftware

> Run the PCIG utility from the directory it is installed in
Jpcig -p plv -r 1.0.00 -s LOGVALUES/ -| ALL -t LogValues

Argument Purpose Example Comments

-p product plv Enter a value that does not match or conflict with
any other products.

-r release number 1.0.00 Enter a 3 segment value. Do not enter only one
or two segments. (For example 1 and 1.0 would
not work.)

-S location of all LOGVALUES | Use this syntax exactly with the proper

source files and / subdirectory name followed by a forward slash at
their respective the end
sub directories
- comma separated | ALL Make sure this matches the KM design
list of supported
OS types

-t product title name | LogValues | This name is used and displayed in the BPPM
CMA repository Ul as the name of the solution in
the Monitoring Repository. It is also the name of
the compressed ZIP file that is generated.

\J
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Enabling Data Collection <bmesoftware

> The PCIG utility will create a bmc_products directory and a ZIP file for the solution

[root@BPPMRHELG2-HM LINUX-X64-64]# ./pcig -p plv -r 1.0.080 -s LOGVALUES/ -1 ALL -t LogValues
VCIA182: Preparing PPF [HEADER] section..
yCIO10e1: Loadlng files for packaging..
7 files prepared for pac#aglng
yCIO10e3: Preparlng PPF [FILES] section.
JCIA104: Generating PPF file... bmc_pruductﬁfIﬂdexIplvakm.ppf...
VCI81085: Generating CAT file... bmc_products/Products/plvskm/plvskm.cat. ..
VCIO1e6: Compressing.

YCIB107: Image 1s readv
[ root@BPPMRHELG2 -HM LINUX-X64-64]#
[ root@BPPMRHELG2-HM LINUX -64]#
[rnot@EPPMHHELuA HM LINUX-X64-64]# 1s
ucts jserver.start LOGVALUES out pcig plv.zip rate.start
[root@EPPMHHELua HM LINUX-X64-64]#
[root@PPMRHELG2-HM LINUX-X64-64]1# |

NOTE: In the current PCIG pre-release version the zip file will not work. Compress the
bmc_products directory using a ZIP utility instead. _ /

0\ 4
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Enabling Data Collection <bmesoftware

[root@EPPMRHELGZ -HM LINUX-X64-64]#

[root@EPPMRHELG2-HM LINUX-X64-64]# zip -r LogValues.zip bmc_products
adding: bmc_products;/ (stored 8%)
adding: bmc_products/Products/ (stored 8%)
adding: bmc_products/Products /unixfam/ (stored 8%)
adding: bmc_products/Products/unixfam/unixfam.xml (deflated 65%)
adding: bmc_products/Products /unixfam/unixfam.ppt (deflated 48%)
adding: bmc_products /Products /unixfam/unixfam.cat (stored 0%)
adding: bmc_products/Products/plvskm/ (stored 08%)
adding: bmc_products/Products/plvskm/plvss.gz (stored 0%)
adding: bmc_products /Products/plvskm/plvs6.gz (stored 0%)
adding: bmc_products/Products/plvskm/plvs7.gz (stored 0%)
adding: bmc_products/Products/plvskm/plvs2.gz (stored 0%)
adding: bmc_products /Products/plvskm/plvs3.gz (stored 0%)
adding: bmc_products/Products/plvskm/plvs4.gz (stored 0%)
adding: bmc_products /Products/plvskm/plvsl.gz (stored 0%)
adding: bmc_products/Products/plvskm/plvskm.cat (deflated 59%)
adding: bmc_products/Products/plvskm/pLlvskm.ppt (deflated 48%)
adding: bmc_products/Products/mswfam/ (stored 0%)
adding: bmc_products/Products/mswfam/mswiam.xml (deflated 66%)
adding: bmc_products /Products/mswfam/mswfam.cat (stored 0%)
adding: bmc_products /Products/mswfam/mswfam.ppf (deflated 51%)
adding: bmc_products/Index;/ (stored 0%)
adding: bmc_products/Index/mswfam.ppf (deflated 51%)
adding: bmc_products/Index/plvskm.ppf (deflated 48%)
adding: bmc_products/Index/sunixfam.ppft (deflated 48%)
adding: bmc_products/imginfo.oeeeee-eeeee0 (deflated 10%)

[root@BEPPMRHELG2-HM LINUX-X64-64]#

[root@BEPPMRHELGZ2 -HM LINUX-X64-64]#

[rDDt@BPPMRHEL62 HM LINUX-X64-64]# 1s

b jserver.start LOGVALUES LogValues.zip out pcig plv.zip rate.start

[rDDt@BPPMRHELﬁZ HM LINUX-X64-641#

[root@BEPPMRHELGZ -HM LINUX-X64-64]#

[ root@BPPMRHEL62-HM LINUX-X64-641# [
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Enabling Data Collection <bmesoftware

> Use different names for the solution package created by the PCIG utility
and the silent install package you create in the BPPM 9.5 CMA
Deployable Package Repository.

- Name the file created by the PCIG utility based on the product name
« Example: plv.zip — “plv” is short for Patrol Log Value

- Name the deployable package according to the KM name
« Example: LogValues.zip

> Do not use product names that match or conflict with other product
names

> Do not use package or solution names that match or conflict with other
package or solution names

BMC Proprietary & Confidential 4



Enabling Data Collection <bmesoftware

> Import the Zip file you created from PCIG into the BPPM 9.5 CMA Monitoring
Repository as a single solution.

Import a New Solution X

#

| & Import Single Solution!

| The impart of the single solution was finished successhully

Add solution{s) to the repository |

Full repositary
+
Tvpe: *' Single solution

Cuskom solukion

Source:” |Chu:u:use File | LogWalues.zip
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Enabling Data Collection
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> Create a silent install package in the BPPM 9.5 CMA Deployable Package Repository

> Unique Name

> Meaningful Name

> Complete Description

> Do not include the agent

» Do not include other KMs

> Follow Configuration
Best Practices

| Add Component Installation Package

#

The installation packages have been saved successFully,

Close

| Installation Package Details |

Operating Syskem Windows

Platform wEd

| Logvalues 1.0.00 {latest)
Name:™ Logitalues
The installation package Mame can only contain alphanumeric Latin characters and underscores,

Log Yalues KM

Description:
A
Ll *.Zip
*
Farmat: * tar
* kar.gz
Download Save Inskallation Package

* Mandatory fields
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Enabling Data Collection <bmesoftware

> Download the silent install package and move it to the test managed node
> Run the silent installer for the package
> Start the PATROL Agent

> Verify that the KM application class(es) appear(s) as monitor type(s) in the BPPM
server operations Ul

I BIMC Proactivenlet = 1L g BMC Proactivehiet Central [ %

<« C [ bppmrhel62-hm fisp/swl ot s

BMC ProactiveNet COMSOLE : bppmrhels2-hm Welcome, Administrator = Change Console - Options Aboul

(& Everk: Collectors > (7] Devices > E ‘WinP&gents2-HM, adprod.broc.com > (1] Devices > EI WinPAgentsZ-HM.adprod.bmc.com

Navigation j) « | | Show Monitors E Q) 3)
[Man

=[] labal Status: | No Fiter Y | Severity: MNoFiter ¥ Absobite Time Range '® Relative Time: | Mo Fiter ¥ Filter
oI El Abnarmalities Monitor Name:

B3| BZ Monitors for Device : ‘WinPAgents2-HM.adprod bmc.com

- (@] ) Event Colleckors
14 @E Groups

WinPAgents2-HM, adprod. bmc.comfLOG Lag Manitaring

Ianit
[l . _Dnl o WinPAgenks2-HM. adprod .brc.comfMy TestLogPrO Laog Yalues E o i} L 11 *
0 Services
& Gl I‘d WinPAgents2-HM, adprod,bme, comfWindows Operating System  Windows Operating System = ° i < 2
My Folders

(Ul Configuration Change Event will shways be associated at the device level

Other Cells
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Enabling Data Collection <bmesoftware

> Validate data collection before moving on to enabling policy configuration
> Consider all aspects, for example annotation, etc.

I EMC Proactivehlst o BMC Proactivetlet Central M %

« C' [ bppmrhelsz-hm /s /swf ket 5o

BMC ProactiveNet COMNSOLE ¢ bpprthel62-hrm Welcome, Administrator = Change Console ~ Options About Log Out Help

(] Evert Colleckors > (] Devices 2 E wWinPAgentsZ-HM, adprod bnc.com - > (@] Devices > Q WinPAgents2-HM.adprod.bmc.com

Navigation () « | | Graph Display share T &2 (2)
IP © Stom Groph for thelast: [Thow ] @ From: (1001 ¥] [Aer ¥] (27 7] [z ¥] B ak:
=l obal
Eli@ JRE— o [0ziooPm v [apr v | |27 v 2014 v | [F e
v |
[ Devices Graph Attributes & Indicators Manitor Information

# (o] €) Event Collectors
Log Yalues Log Entry Yalue WinPAgents2-HM.adprod. bme.comfMyTestLogPND

2] Groups
o E " Sun 042714 01:35 PM - 02:35 PM
(gl Moritars

(O] 0 Services I
[ My Falders 18

e o] () R [ )

L o o ot ot o
Other Cells h,\:1,% W o Q\._:,‘1 01&‘, Q'l\‘) Q’L’}"] Q’fﬁ
Reports
Views & Graphs W1:Log Entry Value
Bkaarks— Genersted with raw data ont 04272014 0231 PM Seale 1 ¥-Ais 1 Unit = 10 min .

Find CI
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Enabling Policy Configuration <bmesoftware

> Requirements
- Define attributes for configuration properties
- Create XML data for the attributes
- Include Host level constructs in the XML data
- Enter the XML data into the KM application class properties on the Input tab

Application Properties for LOG_¥ALUES ¥1.60

lzomns | Securityl F're-Discl:weryl Discnveryl fetadath

D|S|E| &2\ | a8z

£k.MConfigurationtetadatas
<kMLevelConfiguration databdodelt ajot/ersions
£ ¥ LevelConfiguration:
¢ConfigurationParameters:|
< ConfigurationP arameter:
¢Lizt descrption="Lizt of re

chattibuteSet de
<A
<,
< fhktnbute:
LM -
1| | b
ak. Cancel Bpply | Help
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Enabling Policy Configuration <bmesoftware

> Much of the structure and content of the XML data is the same for various KMs
- Host configuration related section
- Various labels.
- You can easily copy existing Input XML data and edit it

» XML data unique to a custom
- Titles
- Content s in the attribute sets
- Attributes that define the specific configuration for the custom KM.

> The XML Input data is saved into the KM XML file in the Console Cache knowledge directory
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Enabling Policy Configuration <bmesoftware

<KMConfigurationMetadata>

<KMLevelConfiguration dataModelMajorVersion="1" dataModelMinorVersion="1">

</KMLevelConfiguration>

<ConfigurationParameters:»

<ConfigurationParameter>

<list description="List of remote hosts" id="HOSTS" indexedBy="host" isMandatory="true" label="Host Log Values Configuration">

<AttributeSet description="Enter Host Name for which the specified configuration applies” i18nldForDescription="4" i18nldForLabel="3"
id="HostConfiguration" label="Host Details">

<Attributex>
<5tring default="localhost" description="Enter the Host Name" i18nldForDescription="6" i18nldForlabel="5" id="host" jsMandatory="true"
label="Host Name">
</5tring>
</Attribute>
<Attribute>
<AttributeSet id="LogValues" label="Log Values Configuration Options":
<Attribute>
<String default="" description="Enter the log instance to monitoring.” id="LVInstance" isMandatory="false" label="Log Instance">
</String>
</Attribute>
<Attribute>
<String default="" description="Enter the alarm search string value." id="1VSearchString" isMandatory="false" label="Search String">
</String>
</Attribute>
<Attributex>
<String default="" description="Enter the data delimiter.” id="LVDelimiter" isMandatory="false" label="Delimeter">
</String>
</Attribute>
</AttributeSet>
</Attribute>
</AttributeSet>
<fList>
</ConfigurationParameter>
</ConfigurationParameters:»
</KMConfigurationMetadata:
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Enabling Policy Configuration <bmesoftware

> Practice and leverage examples to help you learn what data is needed
> Enter unique ID values for each attribute

> Enter concise labels
- Use: “Search String”
- Do not use: “Search String for Log Annoatation

\

» Enter concise titles

> Be cognizant of screen space
- Keep labels as short as possible
- Keep titles as short as possible
- Leverage descriptions in the attributes for explanations (mouse over)

> Deployment
- After entering XML data save the KM
- Work through the standard packaging and import process using PCIG
- The KM XML file goes in the knowledge directory for PCIG
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Enabling Policy Configuration <bmesoftware

Monitaring Solution: |Log'u'a|ues - | Version: 1.0.00 -
Monitoring Profile: |Log Values - | 3) Monitor Type: - _':?)
Monitoring Profile - Log VYalues 1
Profile Description: PATROL Knowledge Module for log walues
The Fallowing ronitar tvpes which are part of selected prafile will also be loaded.
b Click to view Monitor Types
Mote: Monitor Types displayed in bold font indicates that user inputs are required to configure then.
Host Log ¥Yalues Configuration
— Host Details
Host Name 4 | localhost .
L Attributes from
Log ¥Yalues Configuration Options % Input XML data
Log Inskance MMy TestLogPMO
Search String tessions T
Delimeter
Add ko Lisk |
List - Host Log Values Configuration
p—
-
| 4 i |'| v |
Resek | | Add | | Close |
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Enabling Policy Configuration <bmesoftware

PATROL CONFIG
"/ConfigData/LOG_VALUES/HOSTS/localhost/host" = { REPLACE = "localhost" },

"/ConfigData/LOG_VALUES/HOSTS/localhost/LVDemiliter” = { REPLACE =" "},
"/ConfigData/LOG_VALUES/HOSTS/localhost/LVinstance" = { REPLACE = "MyTestLogPNO" },
"/ConfigData/LOG_VALUES/HOSTS/localhost/LVSearchString" = { REPLACE = "sessions"

> KMs need to be edited where the pconfig PSL command is used
- Get pconfig values
- Write pconfig values
- Consider structure of the /ConfigData/<KM name> branch

> Configure the agent to collect data into the BPPM server in non-policy mode first

> Review the results of policy configuration in pconfig and edit accordingly

> Test and validate policy configuration before moving on to enabling Menu Commands.
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Enabling Menu Commands

<bmesoftware

> Requirements

- Copy and backup the Command code first

- Edit properties for the Menu Command

= Generate an ID for Menu Command
—Creates a unique ID for the Command

—Creates a *.lib file for the Command in the PSL directory of the Console Cache

» Each Menu Command will have a unique ID and *.lib file.

- Include the *.lib file in the package for PCIG in the psl directory

Command Properties for Stop Monitoring of LOG_¥ALUES

General | Cnmmandl Securityl Envirnnmentl Input I

Marne: IStDp Monitaring

ID:I ¥ Generate Auta D

]

Do Not choose

[ &nnotate *

% Command  Task

- lask Options:
¥ Show Timer 7| Fopup Mutput wWindow [T Task is Interactive

— Availability Optiong:

' Available Aways " Available Online € Available Offline

Annotate if the
menu command
prompts for user
input.

0k I Cancel | Apply | Help
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Enabling Menu Commands <bmcsofiware

Command Properties for Stop Monitoring of LOG_VALUES B

General |Eommand| Securityl Environmentl Input I

1 arme: IStDp tanitaring

ID:IMenuEmdFunc_'I 333733529 ¥ Generate futo (D
& Command  Tagk \ I Annotate
- lask [Hptions:

¥ Show Timer, 1= Fopup Dutputwindow T Task is Interactive

— dvailability O ptions:
& Available Slwaps " Available Online  © Available Offine

0K Cancel Help

e

Qk\ /JVI ) =i\UserstAadministratoripatralhps]

Crganize *  Includeinlibrary + Sharewith +  Mew folder

. Mozilla Firefox ;I Mame Dake modified - Type Size
. Mozilla Maintens -
|2 LOG_WALUES_MenuCrndFunc_1398733529.lib 42812014 610 P LIE File 1KB
. Uninstall Inform.
. wrindows Mail
windnws MNT

The file is saved in the %PATROL_CACHE%/psl directory.
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Enabling Menu Commands

> Deployment
- After generating the command ID save the KM
- Work through the standard packaging and import process using PCIG
- The *.lib file for the ID(s) goes in the psl directory for PCIG

> Validate that the Menu Command appears in the BPPM Ul and functions properly

@ BMC ProactiveNiet |- @ BMC Proactivehlet Central b1 % W

<« C' | [ bpprrkels2-him fsp/awf/ohlet. jsp
BMC ProactiveNet

Options About Log Out Help

CONSOLE : bpprarhel6z-hm Welcome, Administrator = Change Console »

> El WinPAgents2-HM.adprod.bmc.com

1+ [o] €Y Event Collectors
[E3] Gj‘_| Groups

Other Cells
Reports

Yiews & Graphs
Bookmarks

Q ‘WinPagenks2-HM, adprod, brc,com > (] Devices > E ‘WinPAgents2-HM, adprod, brac, com > [0l Devices
Navigation j) « | | Show Monitors Q) 3)
I 2 (g Gobd Status: Mo Filker ¥ | Severity: Mo Filker A Absolute Time Range ® Relative Time: | NoFiter ¥ Filter
@ Abnormalities Moritor Name:
Devices =[A=
(ol B35/ B Monitors for Device : WinPAgents2-HM.adprod.bme.com

- WinPagents2-HM, adprod. bme.comLOG Log Monitaring
Ik
(ol . .onl ars ‘ —F0= WinPAgents2-HM, adprod, bme.comiyTestLogPMO Log Yalues E Y o e *
O Services
Gmﬂ -FUI- dere I - WinPAgents2-HM, adprod,bme.comfWindows Operating System  Windows Operating System ™ ) Thresholds NG
m M Show Parent Groups
Add Configuration Change

bpprrheltz-hm/isp/Showtanitars . jspPdevicekey=1+75S&objectld=1+7Siobject Type=component_devicetobiectMame="WinPAgents2-HM. adprod. brac, comidkey=1+758drillDownMode=DEYICE_MTRY_DEYICENAME OPEMCLOSED COUMT&Eabld=nullédummeyrand=0.7 ... -

Source Agent Monitor Name Monitor Type Info Sent

|, Configuration Change Event will shways be associated at the device level
Reset Baseline

Query Agent
Agent Actions

' Stop Monitoring

Verify and test the Menu Command(s)
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Enabling Menu Commands <bmcsofiware

> Enable only Menu commands that you desire in the BPPM Ul
- Not all Menu Commands have to be enabled
- If desired, you can enable no Menu Commands
- Don't create unnecessary work

> Leverage the auto ID and file generation capability

> Select the Annotate option only if the Menu Command is to be automated

> Do not edit the ID file name

> Do not open and/or edit the ID file contents
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General Recommendations <bmesoftware

> Make a backup of all KM related files before you begin editing.

> Start with a simple KM. Learn the process before moving on to more
complicated KMs.

> Keep your code organized and follow the recommended process.

> Do not attempt to combine multiple KM solutions into one package.

> Do not jump ahead. Do not skip steps.

> Do not work though the enablement process in production.

> Do not use KM names that match or conflict with other KM names including
BMC product names.
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General Recommendations <bmesoftware

> Observe and follow general Knowledge Module development best
practices.

> Observe and follow general software development best practices.

> Establish, document, and follow a release, version and revision numbering
methodology.

> Do not manually edit files except where recommended and required.

> Do not use Microsoft WordPad or Microsoft Word for editing/saving files.
- Use vi on Linux and UNIX

- Use Notepad or a programmer’s text editing utility like Notepad++ on
Windows
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General Recommendations

<bmesoftware

> Work in stages and take backups often before moving on to the next
stage

> Maintain release and revision numbers properly

- Important if you plan to have multiple release and/or revision
numbers in use over time

- Also helps track a development process

> Start with a working Knowledge Module in PATROL

> Do not try to mix Knowledge Module development for monitoring and
development/editing for BPPM 9.5 enablement

> Do not use the Microsoft Windows compressed folders to compress
KM packages

BMC Proprietary & Confidential
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Additional Resources & Information <bmesoftware

> Online Documentation
- BPPM 9.5 Best Practices
https://communities.bmc.com/docs/DOC-28658

- BPPM 9.5 Product Documentation
https://docs.bmc.com/docs/display/public/proactivenet95/Home

> BMC Communities (public forum)

- BMC website

= documents

= discussions

= Whitepapers

= additional information
- https://communities.bmc.com/communities/community/bmcdn/service assurance
- Recording of today’s presentation and content

= https://lcommunities.bmc.com/docs/DOC-28658

= Follow/Subscribe to the page to be notified about updates
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